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CSAM 2023

Title of the event: Cyber Security Awareness Month (CSAM)
Date of Workshop: 30th September 2023

1

2

3. Duration (in hours): 7 Hrs.

4. Number of Participants: 280 students
5

About CSAM and Events Conducted:

This year’s CSAM theme Privacy Unplugged aims to convey the importance of safeguarding
our privacy, as our lives become increasingly intertwined with the digital realm.

"Privacy Unplugged" is not just a theme, it's a call to action. It's a call to unplug from the
illusion of absolute digital anonymity and plug into the reality of proactive privacy protection.
Our speakers, experts in the field, delved into the intricacies of cybersecurity, guiding us
through the latest threats, vulnerabilities, and innovative solutions. We uncovered the true cost
of privacy breaches and discovered the tools and strategies necessary to fortify our digital lives.
Together, we explored the delicate balance between convenience and security, recognizing that
in this interconnected world, privacy is not a luxury but a fundamental human right. This
enlightening journey, shed light on the path to privacy in an increasingly interconnected and
digitized world.

After the arrival of guests, panelists, deputy director along with professors and student, our
hosts Mr. Prakhar Goel along with co-host Ms. Sayali Dabhade started the event by requestmg
Deputy-Director SCIT, Dr. Kanchan Patil, Faculty mentor Ms. Vidyavati Ramteke and
Keynote speaker Mr. Rohit Sharma to light up the lamp leading to a positive start. We then
introduced the CSAM theme for 2023 with a short video which ended with a shout out and
cheers and with energy it was all set to start with the keynote talk.

Date & Time: 30" Sep 2023, 9:30AM to 1:00PM

Venue: SIC Auditorium, Symbiosis Centre for Information Technology (SCIT), Plot. No. P- 15,
MIDC, Rajiv Gandhi Infotech Park, Phase I, Hinjewadi Pune - 411057, India.

Time- 10:40 AM
Keynote Speaker: Mr. Rohit Sharma Director — Cyber Risk Advisory (Pune)

Director with Cyber risk advisory practice of Deloitte who has an overall experience of 16 years in
consulting experience in domain of Data security. One of the specializations of Mr. Rohit'has been

executing projects in the domain of Data Privacy and IT Risk assessment, GDPR, ISO 23001, HIP
Vendor risk management, RBI Cyber Guidelines, Cloud Security and GRC. ;
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Panel Members

Mr. Rishiraj Bhati (Lead Technology Risk Analyst — Mastercard (Pune))

Rishiraj is one of the esteemed Information Security and Data Privacy professional who has an
excellent track record in outsourcing, Information technology, Banking and Finance industry. He is
currently working with Mastercard in their Tech Risk Management department and is a refined
professional, having skills like ensuring GDPR Compliance, establishing robust Information Security
frameworks including ISO 27001 Standards. He has done MTech in Cyber Security and Incident
Response from National Forensic Sciences University.

Mr. Mohit Kedia (Director , Business & Strategy at Itellisecure (Pune))

With a decade long background, previously served as a Director, Head Product Management at
Ubuntu and having worked at AMD, ARM, NXP and Pelion, he is currently working as a Director
of Business and Strategy at Itellisecure. He has done his Masters from University of Texas, Austin
and has a graduate degree from Texas A&M University.

Ms. Sanyogeeta Rananaware (Head of Privacy Awareness, Itellisecure (Pune))

She is a distinguished Data Privacy and Information Security leader in the domain with 15 years of
IT Experience. Her remarkable career is marked by the establishment of Privacy Offices,
comprehensive privacy strategy development, and the execution of programs that drive business
growth while effectively managing privacy risks.

Ms. Pooja Shimpi (Founder and CEO of SyberNow)

Founder and CEO of SyberNow. SyberNow is an organization which strives towards ensuring
Mindfulness towards CyberSec through their various initiatives. Ms Pooja is an advisory council
member of ISC2 Global DEI Initiative. She also mentors for Global mentoring programs, nurturing
the next generation of CyberSec Professionals. Her Expertise is recognised by leading international
articles and interviews In multiple countries.

Moderator

Ms. Priyanka Kedia (Founder and VP, Security & Privacy Awareness at Itellisecure )

Founder and Vice President of Itellisecure which has a mission to help organizations battle one of
the most prominent cyber threats out there. She has enabled thousands of phishing simulations and
empowered more than a million employees with their innovative phishing test simulators and
interactive hands on training. She also leads a team of creative ninjas that accounts towards Cyber
Security awareness. She holds a master’s degree from University of Manchester, UK.
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Events:

Capture The Flag

CTF is the most competitive and interesting event in the cyber-security community. It is a
team-based competition in which participants use different kind of cyber-security tools and
techniques and analyze different hints given to find the hidden flag and score points. The
team which will be able to score the maximum number of points in the given time wins.
Privacy Unplugged consisted of CTF of four levels i.e., level 0, level 1, level 2, level 3. And
points were distributed accordingly. On solving level 0 CTF team got 50 points, 100 for level
1 and 250 and 500 for level 2 and level 3 respectively. Level 1 CTF included use of basic
tools and skills and as the level increases the difficulty also increases. There were 28
challenges, number of users registered were 20 and number of teams registered were 7. Out
of that the first two teams won the competition. The event went on till 4:30 in the evening.

Digital Detective

Digital Detective, Cybersecurity Challenge Event, which aimed to test participants'
cybersecurity knowledge, strategic thinking, and problem-solving abilities. The event featured
a unique blend of quiz competitions and real-world cybersecurity challenges, fostering both
learning and competitive spirit among participants.

Rules

e Teams are provided with three cards each, containing private information related to a
hidden object.

e C(Cards are categorized by difficulty: "easy" (2 points), "medium" (3 points), and "hard" (5
points).

e Quiz questions related to cybersecurity will be posed, and teams have 20 seconds to

submit their answers.

The team with the correct answer first may choose to take one card from another group.

Winning teams earn 1 point per quiz victory.

The quiz continues until all questions have been answered.

Points are tallied, leading to elimination rounds based on rankings.

Remaining teams must locate objects mentioned on their cards within the allocated time.

Objects' point values are determined by card difficulty levels.

Final rankings are calculated based on points earned during the object hunt.

The top teams will receive rewards for their achievements in the competition.
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Mind matrix

This event is an engaging team-based game that combines intellect and chance. Two teams,
Virus and Anti-Virus, compete in a buzzer round where they answer questions in 10 seconds.
Correct answers earn the team a random box, allowing them to eliminate an opponent by
selecting their tag color. Neutrality moves to the next question, while a wrong answer results
in the opposing team selecting a tag from the random box to eliminate one player. The game
culminates in a thrilling roulette chess showdown on a 3x2 chess board, where remaining
players strategize for victory.

Rules:
Team Composition:
Two teams, Virus and Anti-Virus, each with 4 players.

Buzzer Round:
Questions had a 10-second time limit for answers.
A total of 3 questions were presented.

Question Outcomes
e C(Casel - Correct Answer:
o The team that answered correctly received a random box.
o They selected any color from the box.
o A player with the same-colored tag on the opposing team was eliminated.
e (ase 2 - Neutrality:
If neither team answered correctly, the game moved on to the next question.
e C(Case 3 - Wrong Answer:
o Ifateam answered incorrectly, they lost one player.
o The opposing team selected a tag randomly from the box.
o A player on the wrong-answering team with the chosen tag was eliminated.

Final Round
e Following this, a 4-matrix dice game took place.
e In this game, the team that answered a question with 5 possible answers received a certain
number of dice rolls corresponding to the number of correct answers they provided.
e They then randomly selected a number from 1, 2, 3, or 4.
e The player on their team with the tag corresponding to the digit rolled on the dice was
eliminated.
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Ran-some

An engaging team-based competition. Teams of four, composed of Transmitters and Processors, who
are positioned at checkpoints, including the starting point. Processors decipher encrypted questions,
and upon success, Transmitter’s relay batons to their counterparts. Processor-2 tackles another
encoded question, and Transmitter-2 returns to the starting line, recording their time. This structured
setup fosters precise communication and sharpens problem-solving abilities. Multiple groups
participate simultaneously, and the first to complete the course is declared the winner.

Rules:

The game was played in teams. Each team consisted of 4 members, so there were two pairs. Each
pair consisted of a ‘Transmitter’ and ‘Processor’ who were standing at a checkpoint, including
the starting point.

The Processors were provided with a question, encrypted on a small sheet of paper, at the
beginning of the activity. Their task was to decipher and understand the question promptly.

If the Processor-1 successfully decrypted the question, the Transmitter-1 in the pair would sprint
to Processor-2 of the team that was standing on the other end and pass him/her the baton.

Then the Processor-2 would receive another question that had to be decrypted and once the
Processor-2 was successful Transmitter-2 of the team would sprint to the first set of processor
and transmitter where the time would be noted down.

This dynamic setup encourages efficient communication between Transmitters and quick
problem-solving skills in Processors, creating an engaging and competitive challenge for your
team.

The Transmitter (runner) couldn't run to the next checkpoint until his corresponding reached the
checkpoint.

The processor (question solver) would only solve the question.

There were 5-6 groups who played the game on the field together at the same time, the group
completing the run first was the winner.
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6. Photographs of the Event:

Dr. Kanchan Patil, Deputy Director SCIT Inaugural Speech Keynote speaker, Mr. Rohit Sharma, Director — Cyber
Risk Advisory

Panel members: From left- Ms. Sanyogeeta Rananaware, Head of Privacy Awareness Itellisecure ; Rishiraj Bhati, Lead Technology
Risk Analyst - Mastercard ; Mohit Kedia Director Business & Strategy at Itellisecure ; Pooja Shimpi, Founder and CEO of
SyberNow
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7. Attendance:
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8. Feedback:

CSAM 2023

90 responses

Publish analytics

1. Which of the roles did you play in the Event/Workshop/Guest |_|:| Copy
Lecture/Industry expert session (PO1)
Q0 responses
@ Organizing team member!
Volunteer
@ Participant
2_Encouraged creativity and innovation among team members. (PO8) |_D Copy

4 responses

@ Strongly Disagree
@ Disagree

@ Neutral

® Agree

@ Strongly Agres
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|_|:| Copy
3. Involved team members in the decision-making process when
appropriate. (PO7)
4 responses
@ Strengly Disagree
@ Disagree
& Neutral
@ Agree
@ Siror dﬁ e
IO copy

4 Learned from previous experiences to improve decision-making. (P07)

4 responses

@ Strongly Disagres
@ Disagree

@ Meutral

@ Agree

@ Sirongly Agres
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d. The session was well-organized and was easy to fallow. (DS}
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3. The session provided practical insights and fakeaways. (POG)
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	5. About CSAM and Events Conducted:
	Date & Time: 30th Sep 2023, 9:30AM to 1:00PM
	Time- 10:40 AM
	Keynote Speaker: Mr. Rohit Sharma Director – Cyber Risk Advisory (Pune)
	Events:
	Capture The Flag
	Digital Detective
	Mind matrix
	Ran-some
	An engaging team-based competition. Teams of four, composed of Transmitters and Processors, who are positioned at checkpoints, including the starting point. Processors decipher encrypted questions, and upon success, Transmitter’s relay batons to their...

